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3 System Requirements 

3.1 Software 
3.1.1 Operating System 
The following versions of Windows are currently supported: 

¶ Windows 8.1 Professional 

¶ Windows 10 Professional 

¶ Windows Server 2012 R2 

¶ Windows Server 2016 

¶ Windows Server 2019 

NOTE: An ǳǇƎǊŀŘŜŘ h{ ǘƘŀǘ ǿŀǎƴΩǘ ƻǊƛƎƛƴŀƭƭȅ ǊǳƴƴƛƴƎ ŀ ǇǊƻŦŜǎǎƛƻnal installation may 

not contain the required Internet Information Services, MS Message Queuing, or .NET 

software after the upgrade. 

3.1.2 Supported SQL Versions: 
¶ SQL Server 2014 

¶ SQL Server 2016 

¶ SQL Server 2017 

3.2 Hardware 
The Intelli-M Access software requires the following hardware dedicated for optimal performance. 

3.2.1 Under 50 Doors 
¶ 2.2GHz CPU 

¶ 4GB RAM 

¶ 100GB of hard drive free space available AFTER installation. 

3.2.2 Under 300 Doors 
¶ 3.5 GHz 

¶ 8 GB RAM 

¶ 100GB of hard drive free space available AFTER installation. 

¶ Solid State Hard Drive 

3.2.3 Over 300 Doors 
A server grade system should be dedicated for a large installation over 300 doors. This includes a 

fully licensed custom installation of SQL Server to maintain the large number of events being 

processed by the software. Please contact Support or Sales Engineering for recommendations. 

NOTE: In some instances, a system with less than 300 doors might require a full version of 

SQL to prevent filling up the SQL Express 10GB limit on database size. 

 
NOTE: Please see the infinias Installation Manual below for installation instructions 
 

 
S-BASE-KIT_3x_GDE_ 

2019_0610.pdf 
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4 Intelli-M Access Essentials 

4.1 Login 
Login to software using the shortcut created during the software installation. 

 

Figure 4:  Login 

 

Any client machine within the Local Area Network (LAN) that has open communication to the system 

where the software is installed will have the ability to remotely interface with the system UI using a 

current web browser such as Edge, Chrome, Firefox, or Safari and inputting the local IP address of the 

system followed by /intellim. Example: 10.10.1.5/intellim 

4.2 Events Tab 
The Events Tab is the first page seen upon logging in to the Intelli-M Access software. This page is 

updated in real time with all events streaming to the software via the door controllers and events 

generated on the software side. Three views are available to select from, each with their own list of 

actions. 
 

 

Figure 5:  Events 

 

The default Events view shows the live stream. If the video integration is in use, indicated by the 

recorder icon next to the location name, view playback will be highlighted for the indicated event time 
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under Actions. Events highlighted in Red indicate a tagged alarm event such as a forced open, left open, 

or device tamper. Please see the section pertaining to rules for further details on setting an alarm to an 

event. 

Pause Events allows the live stream to be paused to review an event of interest. This is useful in 

installations where many events are streaming to the system preventing a viewer from accurately 

reviewing the incoming event stream. 

Track Last Event will track the last highlighted event until the setting is toggled back to the default. 
 

 

Figure 6:  Muster View 
 

The Muster view is for use with a site utilizing the muster feature of the software. Muster allows a site 

to determine who is inside or outside of particular zones or areas. This is useful for high risk areas that 

need monitoring. This featurŜ ƛǎ ƻƴƭȅ ŀǾŀƛƭŀōƭŜ ǿƘŜƴ ŀ ȊƻƴŜΩǎ ŜƴǘǊȅ Ǉƻƛƴǘǎ ŀǊŜ ǳǘƛƭƛȊƛƴƎ Řǳŀƭ ǊŜŀŘŜǊǎ ǘƘŀǘ 

allow entry/exit of the zone. Please see the section pertaining to zones for more information on zoning. 

The actions under Muster must have an existing person in the muster zone in order to be highlighted. 

Further details of the person can be determined by highlighting the person and using the View Person 

action under the Actions menu. 

If a person somehow exits or enters a mustered zone without badging, they can be removed from the 

zone using the Remove From Zone action. 
 

Figure 7:  Event History 
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Event History is the final view and used to quickly filter event history to the last 100 events within a 

given time frame. It is important to note that this is not a report. The system will allow long periods of 

time to be specified in the search criteria. However, only the first 100 events gathered in that time 

range will be displayed. If a longer list is required, it is recommended to run a report from the Reports 

Tab. 

The events will be filtered and shown below the Search Events filters. Any events that are integrated 

with video will show a recorder icon and will highlight the View Playback option under the Actions 

menu. 

4.3 People Tab 
The People View is where a person can be created, edited, deleted, badge printed, or events listed for a 

particular person. The Groups view under the people tab is where groups can be created, edited, or 

deleted that contain the people with login roles or access control credentials. 

Figure 8: People Tab 
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4.3.1 Create Person 
To create a person, simply click Create Person from the action menu and the page below will 

ŀǇǇŜŀǊΦ ¢ƘŜ ǇŜǊǎƻƴΩǎ Title, First Name, Last Name, Middle Initial, Employee, and Department are 

available to be entered. Only First Name and Last Name are required fields. 

If the person is being assigned a badge, Site Code and Card Code can be entered here. If 

alphanumeric credentials and readers are enabled on the system, a checkbox indicating that this is 

an alphanumeric card will be visible. 
 

Figure 9:  Create Person 
 

The zone is automatically set to the root zone. The zone determines what scope the user will be 

able to view, if they have a login role to the software. See section 7.3.4 for details about scope 

Upon creation, the Groups tab is selected by default. However, this document will discuss the tabs 

in order from left to right. 

4.3.1.1 Contact Tab 

! ǳǎŜǊΩǎ /ƻƳǇŀƴȅ ŀƴŘ Ŏƻntact information is entered on the Contact Tab. Everything under the 
Contact Tab is optional unless an email event rule is being utilized. Only people with email 
address information can be sent an email from the software 

 
Figure 10:  Create Person - Contact 

 

4.3.1.2 Badge Tab 

The badge tab is where badge information and pin code information for physical credential 
readers and keypads are kept. The status will show pending, active, inactive, or disabled 
depending on the state of the person. Pending status is determined by the activation date and 
time. If that time resides in the future, the status will show pending. It will change to active 
once the activation date and time have been reached on the system where the software 
resides. 

NOTE: If a person is created on a PC that is remote to the system that contains the 
software and database, the activation time will be based on the time of the PC they 
are utilizing. For example, a person created in a User Interface being used in Pacific 
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Standard Time when the database resides in Eastern Standard Time might see a pending status 
for three hours on a newly created person, if they are not cognizant of the time difference. 

An expiration date will lead to a person going inactive in the system on the particular date 
chosen. That will prevent them from gaining access with the badge credentials until such time 
as the expiration date is changed or deleted. 

Disabling a credential prevents that credential from being used again in the system for another 
person. This is utilized when a physical credential is not returned or a pin code is given out. It is 
not suggested using pin codes at a facility that has a high turnover rate for that reason. 

NOTE: The Pin Code field is ONLY used in a Card + Pin configuration. When using 
Card OR Pin where a person will have a physical credential and a pin code used 
separately, two badges will be used on the badge tab. One badge will be used for the 

physical credential and one for the pin code. The pin code will use a site code of 0 and the pin 
code itself will go in the card code field. The physical credential contains both a site code and 
card code embedded in the credential. If compatible with the system formats loaded in the 
software, the event will list the site code and card code information in place of the ǇŜǊǎƻƴΩǎ 
name on the events tab. 

For more information on the difference between Card + Pin and Card OR PIN please see the 
guide on Card + Pin versus Card OR Pin. 

 

card_pin_vs._card_o 

r_pin.pdf 
 

Figure 11:  Create Person - Badge 
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4.3.1.3 Credentials Tab 

The credentials tab is where Mobile Credentials are created for use with the Mobile Credential 
app on Apple or Android smart devices. 

Please see the Mobile Credentials setup guide for further details pertaining to the configuration 
and setup of Mobile Credentials. 

 

 

How To configure 

Mobile Credentials ( 

 

 
Figure 12:  Create Person - Credentials 

 

4.3.1.4 Groups Tab 
 

Figure 13:  Groups Tab 
 

The groups tab allows the person to be added to any number of groups that have been created 
in the system. Groups provide privileges to zones and other privileges for rules created in the 
rules tab. Please see the section on groups for further details. 

 

Figure 14:  Create Person - Groups 
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4.3.1.5 Role Tab 

The role tab allows the creation of an operator credential that allows a user login to the 
software. The role drop-down menu specifies the specific role or permission level. The zone 
would remain Root on Essentials and Professional software. Corporate and Cloud installations 
utilize a different zoning structure that those sections of the user guide go into further. User 
Name can be an email address or standard user name and password is case sensitive but 
ŘƻŜǎƴΩǘ ŦƻǊŎŜ ŀ ǎǇŜŎƛŦƛŎ ǇŀǎǎǿƻǊŘ ǊŜǉǳƛǊŜƳŜƴǘΦ 

 
 

Figure 15:  Create Person - Roles 
 

4.3.1.6 Custom Fields Tab 

The custom fields tab will display any custom fields created in the custom fields settings menu 
in configuration. Please see section 5.7.5 for more details on creating custom fields. 

 
 

Figure 16:  Create Person - Custom Fields 

 

4.3.2 Edit Person 
Edit person allows changes to be made to any pre-existing person in the system. Everything can be 

modified when editing a person. 
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Figure 17:  Edit Person 
Figure 18:  Edit Person 

 

5.7.1 View Person 
View person allows a quick view of some details about a particular person in the software. 

 

Figure 19:  View Person 
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4.3.3 Get Events 
Get events allows a user to quickly pull events for a specific person for purposes of data mining or 

troubleshooting. 
 

 

 

4.3.4 Send Notification 

Figure 20:   Get Events 

This feature is used to send notifications to smart device users. More information is provided 

under the configuration section when implementing push notifications via the rules engine. See 

section 5.4.6 for more information. 

4.3.5 People Tab Legend 
The legend in the lower left corner provides visual details about people based on a colored circle as 

indicated below. 
 

 

External ID- Any Person created in Active Directory 
will display a blue dot on their user profile. 

 

Role- Any Person that has been given a login 
credential in infinias display a red dot on their user 
profile. 

 

Mobile Credential- Any Person that has been given 
a Mobile Credential will display a green dot on their 
user profile. 

 
 

4.4 Reports Tab 
The reports tab contains a list of all default reports, custom reports, badges, and custom badges 

available to be run from the system UI. Information on adding custom reports, creating custom reports, 
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and purchasing custom badges or reports can be found under the configuration section of this user 

guide. 

Once a report is selected, clicking Run Report will pop up the interface for that particular report based 

on the type of report or badge it is. Additional fields might be required such as a time and date range or 

selection of zones prior to running the report or badge. 
 

Figure 21:  Reports 
 

4.4.1 Barcode Sample 
The Barcode Sample is a special report whose content explains how to add barcode fields to any 

report, particularly Badge reports. Run this report to view the example and instructions. No time 

range or other parameter input is required. 

4.4.2 Cardholder Access History 
The Cardholder Access History report shows access events by cardholder and door. 

4.4.3 Cardholder Detail 
The Cardholder Detail report displays a summary of the Persons contact information, along with 

their picture, and a list of all events generated by the selected Person(s) during the time range you 

selected. 

4.4.4 Event 
The Event Report displays all events generated by the selected Person(s) during the time range you 

selected. 

4.4.5 Group Report 
The Group Report displays all Groups, and a list of the members of each Group. No time range or 

other parameter input is required. 

4.4.6 Privileges 
The Privileges Report displays a matrix of all Access Privileges in the system, showing the Groups, 

Schedules and Zones in an access matrix. No time range or other parameter input is required. 
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4.4.7 Zones and Doors 
The Zones and Doors Report lists all Zones, along with a summary of all Doors in each Zone. No 

time range or other parameter input is required. 

4.4.8 Mobile Credential QR Activation 
The Mobile Credential QR Activation Report will provide a scannable QR code to activate Mobile 

Credentials for any user that has been provided a Mobile Credential Key. This report also includes 

the user with instructions for activating their mobile credential. 

NOTE: The Mobile Credential QR Activation is only available in cloud. 
 
 
 

Figure 22:  Mobile Credentials QR Activation 
 

4.5 Doors Tab 
There are two Doors Tabs in the software. One exists under Home, where Events, People, and Reports 

are located. The other is the default tab that comes up when going to configuration. This section 

details the Doors tab on the Home page. 
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Figure 23:  Doors 

 

In the lower left-hand side of both Doors Tabs is the Doors Tab legend. Putting the mouse cursor over 

ǘƘŜ ƛŎƻƴ ƛƴ ǘƘŜ ƭŜƎŜƴŘ ƻǊ ǘƘŜ ƛŎƻƴ ǎƘƻǿƴ ƻƴ ǘƘŜ ŘƻƻǊΩǎ ǎǘŀǘǳǎ ƛƴ ǘƘŜ ŘƻƻǊ ƭƛǎǘ ǿƛƭƭ ƎƛǾŜ ȅƻǳ ǘƘŜ ƳŜŀƴƛƴƎ 

of the status. 
 

 

4.5.1 View Live 

Figure 24:  Door Status Legend 

View Live only works with doors that are associated with the 3xLogic Vigil/Visix integration. If they 

are, the option will be highlighted for selection when a door is selected. A window similar to the 

one below will pop up and play live video for the selected door. Further details pertaining to the 

video integration will be covered under the configuration section. 
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Figure 25:   Doors - View Live 
 

4.5.2 Manually Overriding Doors 
Lock Doors, Revert to Schedule, Momentary Unlock, and Unlock are manual overrides for the 

highlighted doors. If manually Locking or Unlocking a door, it is important to remember that the 

door will remain permanently in that state until a revert to schedule is selected. Revert to Schedule 

will revert the door back to its normal scheduled behavior, be that unlocked or locked. 

Manual overrides are always indicated by a yellow lock status. Momentary unlock is just 

as it sounds. The door will unlock for four seconds and relock. 

The home doors tab is the only place these overrides can be found. 

NOTE: Multiple doors can be selected from a single page by holding the Control 

key on the keyboard and selecting the specific doors to be highlighted. All the 

doors can be highlighted by selecting the first door in the list and holding the 

Shift key while selecting the last door in the list. 

4.5.3 Update Modified 
Any doors showing a yellow triangle status indicate that they require an update to be current to the 

programming of the software. This can be done with a single click by using the update modified 

option in the actions menu. All doors in the system with that status will initiate an update.  All 

doors that were not showing that indicator will remain idle. 

4.5.4 Update 
The update feature is used to manually update doors that are in a state requiring an update or for 

troubleshooting purposes. 

4.5.5 Get Events 
This feature is similar to the get events feature in the person tab. The difference is this get events 

pulls events for the door and not a person. 
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Figure 26:  Doors - Get Events 

 

 

4.5.6 Viewing Modes 
At the top of the doors tab is a short row of viewing modes labeled Logical View, Condensed, and 

Device View 

4.5.6.1 Logical View 

Used to reference the zones, name, door behavior, customer, and door status. 
 

Figure 27:   Doors - Logical View 

 

 
4.5.6.2 Condensed View 

This view will show the door status for many doors in a single screen. Useful for monitoring at a 
glance. 
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Figure 28:   Doors - Condensed View 

 

4.5.6.3 Device View 

The device view is another detailed information screen used for identifying name, serial 
number, IP address, MAC address, data port, door type, firmware, last communication, 
customer, and door status. 

 

 

 
 

Figure 29:   Doors - Device View 
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