3xLOGIC

Guide 150005
VIGIL Infinias Service Plugin - Quick Guide

Guide #: 150005-2

Revised: March 12th, 2015

Product Affected: VIGIL Infinias Plugin(VIGIL Infinias Service Monitor and Configuration Utility), VIGIL Server
7.5 or newer

Purpose: The purpose of this document is familiarize the reader with the basic application and
usage of the VIGIL Infinias Plugin with the Intelli-M Access Control Software and VIGIL
Server.
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1 Introduction

The 3XLOGIC InfinigervicePluginis a software application engineered for use with VIGIL 7.5 or newer. This plugin listens
for pre-defined events configured in the Infiniasintelli-M Access Contrebftware and relays them to VIGIL Server as
alarms.

When an alarm event is relayed from the Intelli-M software to VIGIL Server by the plugin, VIGIL Server receives and treats
these alarms exactly like any other alarm in the VIGIL system. VIGIL can be configured to alert users any number of ways,
both locally and remotely, when an alarm is received. A priority camera(s) can also be associated with the configured
alarm event so the system operator will see the camera tethered to the alarm events (both live and playback if desired) as
the alarm is received.

2 Configuring Intelli-M Software to Communicate with VIGIL Infinias Plugin

2.1 Creating a Peripheral in the Intelli-M Access Service.
In order for the Intelli-M software to communicate with the VIGIL Infinias Plugin successfully, the plugin must be added to
the Intelli-M software as a peripheral device. This can be performed before installing the plugin. To add a peripheral
device:

1. Login to the Intelli-M Access Contrebftware.

2. Select the Peripheralgab.
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3. Click Create Peripheral
4. Select Generic Peripheral.
5. Fillin the appropriate information. The Protoco) Usernameand Passwordields should be left blank.
i Name: The name of the peripheral. VIGIL Infinias Plugin is used in the below example.
ii. Host Name: The name of the system on which the VIGIL Infinias Plugin is installed.
iii. Port: The VIGIL Infinias Plugin listening port number. 9000 is the default port number. Be sure that the

proper steps are taken within the host system’s firewall to allow traffic across port 9000.

6. Click Createto save the newly configured peripheral device.

PN
e .\,.\|"\' http://localhost/IntelliM/peripheral/index.ash: O + & ‘

CINTELLI-M

Periphergls
" |
Create Peripheral
Discovered Devices: u

+6 Peripherals - Intelli-M Access N K

5 T
Web Page Name: VIGIL Infinias Plugin

Generic Peripheral

Protocol: htp:f/
Host Nama: localhest
Port: 9000
Username:

m Password:

T .

Create Cancel

2.2 Create a Forward Event Rule in the Intelli-M Software : :
After configuring the peripheral, a rule must be created to interact with | &7 Connectto Server i
the peripheral in the Intelli-M Software. Microsoft:

Server type:

2 SQLServer2008r2 @
Note: If the Forward Eventule is not already listed in the @%

” I | h . b k h [Ddabase Engine 7 v]
Intelli-M Rules list, than an SQL script must be run to make the ! oG e TIPS ARG <

bt Forward Event rule available. This process will only need to be P ndows Adhertcain =)

completed once. caliantest-PC\dalizrtest

2008 R2nd open the SQL Server Management Studio.

Navigate to Windows Start Menu>Program Files> Microsoft SQL Serv 5
r Connect ] [ Cancel ] [ Help ] [ Cptiong =>

In the Connect to Servevindow:
1. Select Database Enginas the Server Type.

2. Server Name will be: [Host SystemNamePHY SICALSECURil&$xLOGICTESTBOX\PHYSICALSECURITY).
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3. Select Windows Authenticatioffor the Authentication field.
4. Click Connect.

5. After connecting, open the Filemenu.

6. Mouse-over Open

7. Select File

8. Inthe file browser(not pictured below), navigate to CA\Program Files (x8dhfinias Intelli-M AccessRule
Templategdrive letter may vary)

9. Select ForwarcEventsqgland click Open The file browser will close and the file will be loaded into the SQL
management studio.

10. Click the Executebutton.

Query Debug Tools Window Co Help
87 Connect Object Explorer... B @
¥ Execu = .5u 7 iy Q_zj

Ak
|+ 2 x| ForwardEvent.ql -..C\daliant ~ x || Properties -3 x
\ |5 File.. Ceree==] I Cument connection parameters =
fa¥  File with New Connection...
= ta¥ File Disconnected.. B Aggregate Status a
ad Policy REMETERS - YOU SHOULD ONLY NEED TO MAKE CHANGES HERE Connection failur B
a URITY T Elapsed time 00:00:00.087
I Page Setup.. URITYTer _ ACTION DI N Finish time 1_-22 ?GISZ:BJ:EQP
& .. oy -- Define the action that will be ormed when the ruls gets sslected and e deama : DALIANTEST-PCVP
-— Note that acti 1 be shared amond several rules so care should be take tows returned 0
Recent Files 3 -- modifying these valuss Start time 1/22/2015 2:34:39 P|
o DECLARE @ActionName nvarchar (50 = 'Forward Event' State Open
DECLARE @ActionMethod nvarchar (10 =" ' + || |2 Connection =
[ R CoTEe v Connection nam DALIANTEST-PC\P)
= Connection Details

_‘:J Messages

Connection elaps 00:00:00.087

(1 row(s) affected) Connection finisk 1/22/2015 2:34:39 P|
Caonnection rows 0
{1 row(s) affected) Connection start* 1/22/2015 2:34:39 P|

Connection state Open
Display name DALIAMTEST-PC\PL
Login name daliantest-PChdalia
Server name DALIAMTEST-PC\P

Server version  10.50.2500 -
" S 7 || Name
The name of the connection.
Fl e — + || @ Query executed succ.. | DALIANTEST-PC\PHYSICALSECUR... | daliantest-PCidaliante... | infinias | 00:00:00 | 0 rows

Ready Lnl Coll Chl INS

11. When the info bar at the bottom of the SQL Server Management Studio reads “Query executed successfully”, the
management studio can be exited.

12. Return to the Intelli-M software interface.

13. Select the Rulestab.

14. Under the Actionsmenu, select Create Rule

15. Select Forward Eventrom the drop-down.

16. Enter the desired parameters for each tab in the Create Rulevindow.

In the Doorstab, you may choose to associate this rule with a single or multiple Doorsconfigured in the Intelli-M software.
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In the 1/O Controllettab, be sure to select the peripheral you configured in Section 2.1 of this guide. This will ensure the

VIGIL Infinias

Plugin handles events based on this rule.

Create Rule

Type:

Forward Event

)

Schedule @ VIGIL Infinias Plugin () IntelliM Access
Always

Group

Zone

Person

Event

Video

/‘_‘\/‘_‘\/‘_‘\/‘_‘\/‘_g‘\/‘_‘\/‘_‘\/‘_‘\

WVICI

(I!D Controller

L Infinias Plugin

Forwards an Intelli-M Access Event to an HTTP Listener. The listener to specify is a Generic Peripheral you create on the Peripherals Page.

Create

Cancel

Also, if no event(s) is selected in the Eventtab, ALL events will be relayed to VIGIL Server as POS items or alarms(if
applicable). If a user desires only certain events be relayed to Server, than it is recommended selecting specific events to
meet the needs of your surveillance environment.

Note: The current version of the Infinias Plugin (v1) has support for the following Infinias-M Access Control
Software alarms only. These items will be relayed to VIGIL Server as an alarm. Any event item not listed below will
be relayed to VIGIL Server as a POS database item, will appear in the POS database but will not trigger an alarm.

1.

%]

© Nk WD

InputlActive/InputlRestored
Input2Active/Input2Restored
Input3Active/Input3Restored
Input4Active/Input4Restored
LeftOpen event

ForcedOpen event
UnknownCredentialStatus event
DeviceTamper event

3xXLOGIC
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3 VIGIL Infinias Plugin
3.1 Installing the VIGIL Infinias Plugin
After acquiring the VIGIL Infinias Plugin from your 3xLOGIC representative :

1. Double-click on the executable to launch the installer, and click Nextto continue.

Welcome to VIGIL Infinias Service Setup program. This program
will inztall WIGIL Infinias Service an your computer.

Itiz strongly recommended that you exit all Windows programs
before running this Setup Program.

Click Cancel to quit Setup and close any programs you have
running. Click Mest bo continue with the Setup progra.

WARMIMG: Thiz program is protected by copyright law and
international treaties.

Unauthorized reproduction or distribution of this program, or arm
partion of it, may result in severe civil and criminal penalties, and
will be prozecuted to the masimum extent possible under law.

Cancel

2. Specify the desired destination path or leave it at the default. Once the destination location is configured,
continue by selecting Next.

3, ¥IGIL Infinias Service x|
Destination Location o
B

Setup will install YIGIL Infiniaz Service in the following folder.
Toinstall into a different folder, click Browse, and select another folder.

Y'ou can chooze not to install WIGIL Infinias Service by clicking Cancel to exit Setup.

" Drestination Folder

c:4Program Filez [#8E]4Wigil Browse. . |

Wise Installation 'wizard®

< Back I Mext » I Cancel

3. Click Nextto start installation.
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¥IGIL Infinias Service

Start Installation

*Y'ou are now ready to install VIGIL Infinias Service.

Fress the Mext button to begin the inzstallation or the B ack button to reenter the installation
infarmation.

Wige Installation Wizard®

% Back I Mest > I

Cancel

4. Select Close All.

¥IGIL Infinias Service

x|
The following applications are in use, please close them manually or use "Close
All " to close automaticalhy.
MediaSrv.exe ;l
Sentinel.exe
Vigillpdate exe

[l

Retry Cloze All Cancel |
5.

Once the installation is complete, click Next.

YIGIL Infinias Service
Installing

r— Current File

£ =
Copying file:

c:“Program Files [#86]\Vigilhv credist_xB86. exe

(AEEEEEEEEEEEEEEEEEEE
— &l File:

Time Remaining 2 minutes 30 seconds

‘wise Installation *izard

< Back

(=513 | Lance! I

3xXLOGIC
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6. Press the Finishbutton to exit the installation.

GIL Infinias Service I 5]

VIGIL Infinias Service has been successfully installed.

Press the Finish button to exit this installation.

¢Back [ Ensh> | | concel |

3.2 Launching the VIGIL Infinias Plugin
The VIGIL Infinias Service resides under the VIGIL folder in the start menu in Windows. Click the icon to launch the plugin.

After installing and launching the VIGIL Infinias Plugin, the GUI can be accessed via the system tray (pictured below.)

935AM |

g u )
£ Do 10/8/2014

3.3 Configuring VIGIL Server via the VIGIL Infinias Plugin

After launching the plugin, physically trigger an event by interacting with the related system component (open the door,
use the card reader, etc.). The VIGIL Infinias plugin will detect the event and will auto-configure VIGIL Server settings
accordingly to properly receive and handle the alarm/event. No manual configuration of VIGIL Server is required.

To be certain that all rule/event information is correctly relayed to Server, open the VIGIL Infinias plugin(pictured below)

& VIGIL Infinias Service Monitor and Configuration UEility x|
File  Help

v Auto-configure YIGIL Server Reapply YIGIL Server Settinqs‘l

— Dool

[#jede [[[PE=

Door Mame | Camera | POS/ATM Register | External Inputs |
—WIGIL Server

POS/ATM Connection: |25 - External Alarms Inkerface Port: |23399 3:

1. Check off Auto-Configure VIGIL Server
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2. Click Reapply VIGIL Server Settingganually push door/alarm/event settings to VIGIL Server. This will force a
VIGIL restart.

Apply Settings |

3. Select OK to restart all VIGIL applications. A full list of doors on your Intelli-M Access server will now be visible in
the plugin(pictured below.)

& YIGIL Infinias Service Monitor and Configuration Utility x|

File  Help

v Auto-configure VIGIL Server Reapply YIGIL Server Settings |

—Doors
[#Edic [[]] Delets
Dioor Mame | Camera | POS/ATM Reqgisker External Inputs
?Demo kit Door 1 1 1,234,506, 7,8
Demo kit Door 2 2 1,234,506, 7,8
—VIGIL Server
POSIATM Connection:  |255 - External Alarms Interface Port: |23399 3:

To associate a camera with a specific door:
4. Double-click a door from the list. This will open the Edit Doorconfiguration window(pictured below.)
x

r—Door Information

Doar Mame: IDemD Kit Door 1

WIGIL Camerat il

POSATM Register:  |mfa bt

—Door Event to VIGIL Input Mapping
Inpuk Lactive: m
Input2active: m
Input3Active: m
Input4active: m
LeftOpen: m
ForcedOpen: m
UnknownCredentialstatus: m
DeviceTamper: m

carcel_|

5. Inthe VIGIL Camerselection drop-down, select the desired camera.
6. Click OK to save the selection.

The plugin’s door list should now show the associated cameras.
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& YIGIL Infinias Service Monitor and Configuration Ukility

File  Help

v Suto-configure YIGIL Server  Reapply YIGIL Server Settings |
—Doors

[#Edit [[] Delete

Door Mame Camera I POS/ATM Register I External Inputs
EDemo Kit Door 1 Carml 1 1,2,3, 4,56, 7,8
Demo Kit Door 2 Cam2 2 1,2,34,5,6,7,8

—YIGIL Server

POSIATM Connection:  |zgg ==

External alarms Interface Port: |23899 3:

The VIGIL Infinias Plugin is now configured to relay events from the Intelli-M Access service to VIGIL Server

4 Example Screenshots
Below are examples of Infinifias Access Control Events being relayed to VIGIL.

Fie View Seach Servers Settings Help
Log Off ||Sidebar | Search — Quick Bxport
@ Views @ sm|

Search

»

KA

2ol - .8 .
FulSceen Live  CossAllve  SaveView | Hep

Blloty. Item )
ValidCredentit
RevertToScheduilt
ValidCredentiall

B8 Review stations
£ @ Servers
= @) Local Server UI (vigil)
£ Camera
£ Display Al
=g
5 Quick Export
@& vPos
@, User Audit
- Other

Audio
’7Cuvvenl Channel: None Stap

Sensitvy  —— Hioh

E8ELO

B e

Figure 1: VIGIL Server - Camera Live View with Infinias Event Overlay.

X server Alarms

{0l x|
Alarms

aSearch Alarms F\cknowledge == Acknowledge all | ad Clear EE Clear All () Suppress | e Live @PIayback

Preview | Sike Mame Alarm Type | Alarm Cameras | Start Time X | End Time

Description

Suppressed Alarms

»

Figure 2: VIGIL Server Alarms Window with Infinias Alarm Event
5 Contact Information

If you require more information, or if you have any questions or concerns, please contact 3xLOGIC Support
Email: helpdesk@3xlogic.com

Online: www.3xlogic.com
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