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Guide 150005 
VIGIL Infinias Service Plugin - Quick Guide 
 
Guide #: 150005-2 

Revised: March 12th, 2015 

Product Affected: VIGIL Infinias Plugin(VIGIL Infinias Service Monitor and Configuration Utility), VIGIL Server 
7.5 or newer 

Purpose: The purpose of this document is familiarize the reader with the basic application and 
usage of the VIGIL Infinias Plugin with the Intelli-M Access Control Software and VIGIL 
Server. 
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1 Introduction 
The 3xLOGIC Infinias Service Plugin is a software application engineered for use with VIGIL 7.5 or newer. This plugin listens 
for pre-defined events configured in the Infinias Intelli-M Access Control software and relays them to VIGIL Server as 
alarms. 
 
When an alarm event is relayed from the Intelli-M software to VIGIL Server by the plugin, VIGIL Server receives and treats 
these alarms exactly like any other alarm in the VIGIL system. VIGIL can be configured to alert users any number of ways, 
both locally and remotely, when an alarm is received. A priority camera(s) can also be associated with the configured 
alarm event so the system operator will see the camera tethered to the alarm events (both live and playback if desired) as 
the alarm is received. 
  

2 Configuring Intelli-M Software to Communicate with VIGIL Infinias Plugin 
2.1 Creating a Peripheral in the Intelli-M Access Service. 

In order for the Intelli-M software to communicate with the VIGIL Infinias Plugin successfully, the plugin must be added to 
the Intelli-M software as a peripheral device.  This can be performed before installing the plugin.  To add a peripheral 
device: 
 

1. Login to the Intelli-M Access Control software. 
 

2. Select the Peripherals Tab. 
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3. Click Create Peripheral 
 

4. Select Generic Peripheral.  
 

5. Fill in the appropriate information. The Protocol, Username and Password fields should be left blank.  
 

i. Name: The name of the peripheral. VIGIL Infinias Plugin is used in the below example.  
ii. Host Name: The name of the system on which the VIGIL Infinias Plugin is installed.  

iii. Port: The VIGIL Infinias Plugin listening port number. 9000 is the default port number. Be sure that the 
proper steps are taken within the host system’s firewall to allow traffic across port 9000. 

 
6. Click Create to save the newly configured peripheral device.  

 

 
 

2.2 Create a Forward Event Rule in the Intelli-M Software 
After configuring the peripheral, a rule must be created to interact with 
the peripheral in the Intelli-M Software.  
 

 

Note: If the Forward Event rule is not already listed in the 
Intelli-M Rules list, than an SQL script must be run to make the 
Forward Event rule available. This process will only need to be 
completed once.  
 

Navigate to Windows Start Menu>Program Files> Microsoft SQL Server 
2008 R2 and open the SQL Server Management Studio.   
 
In the Connect to Server window: 
 

1. Select Database Engine as the Server Type. 
 

2. Server Name will be: [Host SystemName]\PHYSICALSECURITY (i.e 3xLOGICTESTBOX\PHYSICALSECURITY). 
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3. Select Windows Authentication for the Authentication field.  
 

4. Click Connect.  
 

5. After connecting, open the File menu.  
 

6. Mouse-over Open.  
 

7. Select File.  
 

8. In the file browser(not pictured below), navigate to C:\Program Files (x86)\ infinias\ Intelli-M Access\Rule 
Templates (drive letter may vary)  

 
9. Select ForwardEvent.sql and click Open. The file browser will close and the file will be loaded into the SQL 

management studio.   
 

10. Click the Execute button.  
 

 
 

11. When the info bar at the bottom of the SQL Server Management Studio reads “Query executed successfully”, the 
management studio can be exited.  

 
12. Return to the Intelli-M software interface. 

 
13. Select the Rules tab. 

 
14. Under the Actions menu, select Create Rule. 

 
15. Select Forward Event from the drop-down. 

 
16. Enter the desired parameters for each tab in the Create Rule window. 

 
In the Doors tab, you may choose to associate this rule with a single or multiple Doors configured in the Intelli-M software. 
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In the I/O Controller tab, be sure to select the peripheral you configured in Section 2.1 of this guide. This will ensure the 
VIGIL Infinias Plugin handles events based on this rule. 
 

 
 
Also, if no event(s) is selected in the Event tab, ALL events will be relayed to VIGIL Server as POS items or alarms(if 
applicable). If a user desires only certain events be relayed to Server, than it is recommended selecting specific events to 
meet the needs of your surveillance environment. 
  

 

Note: The current version of the Infinias Plugin (v1) has support for the following Infinias-M Access Control 
Software alarms only. These items will be relayed to VIGIL Server as an alarm. Any event item not listed below will 
be relayed to VIGIL Server as a POS database item, will appear in the POS database but will not trigger an alarm. 

1. Input1Active/Input1Restored 
2. Input2Active/Input2Restored 
3. Input3Active/Input3Restored 
4. Input4Active/Input4Restored 
5. LeftOpen event 
6. ForcedOpen event 
7. UnknownCredentialStatus event 
8. DeviceTamper event 
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3 VIGIL Infinias Plugin 
3.1 Installing the VIGIL Infinias Plugin 

After acquiring the VIGIL Infinias Plugin from your 3xLOGIC representative : 
 

1. Double-click on the executable to launch the installer, and click Next to continue. 

 

 
 

2. Specify the desired destination path or leave it at the default. Once the destination location is configured, 

continue by selecting Next. 

 

 
 

3. Click Next to start installation. 
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4. Select Close All. 

 
 

5. Once the installation is complete, click Next.  
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6. Press the Finish button to exit the installation. 

 

 
 

 

3.2 Launching the VIGIL Infinias Plugin 
The VIGIL Infinias Service resides under the VIGIL folder in the start menu in Windows. Click the icon to launch the plugin. 
 
After installing and launching the VIGIL Infinias Plugin, the GUI can be accessed via the system tray (pictured below.)  
 

 
  

3.3 Configuring VIGIL Server via the VIGIL Infinias Plugin 
After launching the plugin, physically trigger an event by interacting with the related system component (open the door, 
use the card reader, etc.). The VIGIL Infinias plugin will detect the event and will auto-configure VIGIL Server settings 
accordingly to properly receive and handle the alarm/event. No manual configuration of VIGIL Server is required. 
 
To be certain that all rule/event information is correctly relayed to Server, open the VIGIL Infinias plugin(pictured below)  
 

 
 

1. Check off Auto-Configure VIGIL Server.  
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2. Click Reapply VIGIL Server Settings to manually push door/alarm/event settings to VIGIL Server. This will force a 
VIGIL restart.  
 

 
 

3. Select OK to restart all VIGIL applications. A full list of doors on your Intelli-M Access server will now be visible in 
the plugin(pictured below.)  

 

 
 
To associate a camera with a specific door: 
 

4. Double-click a door from the list. This will open the Edit Door configuration window(pictured below.)  
 

 
 

5. In the VIGIL Camera selection drop-down, select the desired camera.  
 

6. Click OK to save the selection.  
 

The plugin’s door list should now show the associated cameras.  
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The VIGIL Infinias Plugin is now configured to relay events from the Intelli-M Access service to VIGIL Server.  
 

4 Example Screenshots 
Below are examples of Infinifias Access Control Events being relayed to VIGIL.  
 

 
Figure 1: VIGIL Server - Camera Live View with Infinias Event Overlay. 

 

 
Figure 2: VIGIL Server Alarms Window with Infinias Alarm Event 

5 Contact Information 
If you require more information, or if you have any questions or concerns, please contact 3xLOGIC Support: 
Email: helpdesk@3xlogic.com 
Online: www.3xlogic.com  
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